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• Approximately 7000 students

• About 1000 contracted employees

• 12 schools
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Key Findings



FRAUD

Incentive
Financial or emotional force 

pushing toward fraudRationalization
Personal justification of 

dishonest actions

Opportunity
Ability to execute plan without 

expectation of being caught



We control the 
opportunities through 

internal controls



Internal Control Defined
Internal control is a manual or automated process designed to provide reasonable 
assurance regarding the achievement of objectives relating to operations, reporting, 
and compliance

– Preventive controls – stop something bad from happening before it 
occurs

– Detective Controls –identify something bad after it has occurred
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Internal Control 
Weaknesses 
Contribute to Fraud



Identifying Risk 
Areas

• Are there incentives or pressures to steal?

• Where are internal controls weak?

• Are management overrides allowed or possible?

• Are there any red flags?

• Where do opportunities exist?

• Long-term, experienced staff

• Lack of segregation of duties
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Tenure
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Red Flags



Segregation of 
Duties
A powerful tool to prevent errors 
and fraud



Segregation of Duties - Defined
• No single individual should have control over two or more phases of a 

transaction or operation

• No one individual employee can complete a significant business transaction in its 
entirety

• No one employee should be in a position to commit fraud and then conceal it



Other Key 
Controls

• Tone at the top

• No management overrides

• Take swift and immediate action if 
fraud occurs

• Fraud training

• Limit system access

• Tips
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How is Fraud Detected?
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How is Fraud Detected?
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Anti-Fraud Controls 



Cash Receipts

• Receipts must be written 
immediately

• Receipter should not open mail; 
segregation of duties

• Watch for check-cash swaps

• Bank statement review

• Reduce cash when possible



Fundraisers and 
Ticket Sales

• Approval process

• Profit-Loss statement

• Cash receipts controls

• Involve multiple people; 
segregation of duties



Payroll

• Person preparing the payroll should 
not also have access to add/activate 
employees; segregation of duties

• Analytical review of payroll

• Watch for bank account changes

• Procedure for changing pay rate

• Approval process for extra pay



Prevent Phony 
Vendors

• The accounts payable clerk cannot 
also create/edit vendor records; 
segregation of duties

• Require W-9, phone number, google 
some

• Search for matching addresses 



Other Accounts 
Payable Controls

• Never pre-sign
• No signature stamps
• Control the check stock
• Void check procedure
• Credit card procedures
• Rounded invoice amounts
• Amounts just below thresholds
• Payees are acronyms
• Remit address/account changes



Accounts Payable Fraud - What
• Attempt to redirect funds from a legitimate vendor to a fraudster’s account

• Email is sent to the district asking for a change in remit instructions for an 
existing vendor

• Legitimate invoices from the vendor are paid according to the new ACH 
instructions











Accounts Payable Fraud - Prevention
• Confirm changes of remit instructions with your contact at the vendor

• Be very skeptical of email communication

• Requests received through USPS mail can also be fraudulent



Final Thoughts

• Recognize fraud can happen in your schools or 
district

• Create segregation of duties and dual controls

• Don't throw away protocol because of friendships 
or trust

TRUST IS NOT AN 
INTERNAL CONTROL



THIS WAS 
FUN!

BEST 
SESSION

EVER!
WOOT
WOOT


